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Push printing from internet sources to a set top box through 
a cable head end connected to the set top box by a digital 
cable network. Push printing includes printing by unicast 
(point-to-point) printing from a remote internet source to a 
specifically designated printer connected to a specifically 
addressed set top box, multicast (one-to-many) printing 
from a single remote web source to multiple ones of printers 
connected to respective set top boxes, and one-to-group 
printing from a single remote web source to a group of set 
top boxes defined at the cable head end. Both unicast and 
multicast printing are accomplished from the remote internet 
site to a cable head end connected to the internet, with the 
cable head end transmitting the print job via a digital cable 
network to subscriber set top boxes. Notification of print 
status is provided from the set top box back to the cable head 
end, thereby allowing the cable head end to provide notifi- 
cation of successful printout back to the remote internet site. 

20 Claims, 12 Drawing Sheets 
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TITLE -Tl (1): 
Internet-based push printing over cable network 

Detailed Description Text - DETX (43): 

Generalized goals of merchant initiated printout from remote internet sites 
include the following. First, the merchant is able to submit the print job at 
its own internet site, by means of a client application running on the 
merchant's CPU. The merchant is able to specify parameters for the print job, 
including destination address and whether or not the transmission is via 
secured or unsecured transmission. The destination address may specify unicast 
or multicast printing, meaning that the destination address might identify only 
a single recipient, or might represent multiple recipients or a group of 
recipients. The print job is generated in non-proprietary device independent 
format, by use of widely available client applications, or even customized 
print applications, that print through standardized and device independent 
format. This is achieved through separation of the print submission client and 
the content creation tool: the content creation tool is left to the merchant, 
whereas the print submission client is embodied in the CPSI client described 
above. At the cable head end, resident software maintains a directory of user 
profiles in preferences directory 21 , the profiles including subscriber name, 
subscriber account number, address, printer model, set top box capabilities, 
any blocking filters, and policy data. The CPSI spooler at the cable head end 
discards print jobs that meet criteria specified by blocking filter data, or 
accepts only print jobs that meet other specified criteria. A system 
administrator at the cable head end is able to display a print queue, 
indicating global print jobs for all cable subscribers, or print jobs on a per 
user basis. Using such a print queue, the system administrator is able to 
examine the status of jobs in the queue, and the status of corresponding 
printers attached to set top boxes, and is further able to delete jobs in the 
queue and override any of user selectable print options. The cable head end 
spooler does not commence a print job until it has ascertained that the set top 
box is ready to accept print data, and that the attached printer is ready and 
on line. Preferably, the CPSI spooler in the set top box is able to commence a 
print operation before the entire print job has been downloaded from the cable 
head end, and is further able to confirm successful completion of print jobs. 
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(57) ABSTRACT 

A printing and publishing system providing prepress, con- 
tent management, infrastructure, and workflow services to 
system subscribers using computers equipped with the 
AppleTalk communication protocol in real time using a 
communication network is disclosed herein. The printing 
and publishing system includes a central service facility and 
an end-user facility and/or a printing company facility. The 
end user facility provides page building operations using 
computers equipped with the AppleTalk communication 
protocol. The page building operations include the design 
and construction of pages from images, text, and data 
available via said communication network. The central 
service facility provides storage, file processing, remote 
access, and content management operations. The file pro- 
cessing operations include generating a plate-ready file from 
pages designed at said end user facility, said plate-ready file 
having a file format capable of high resolution and ready for 
creation of a printing plate. The printing company facility 
provides printing operations such as producing a printing 
plate from said plate -ready file. 
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TITLE -Tl (1): 

System and method for communication over a TCP/IP network with an appletalk 
network for publishing and printing services 

Detailed Description Text - DETX (70): 

Upon receiving this information, DCM server 131 will determine if the 
customer is permitted to access central service facility 105. If so, DCM 
server 131 will permit access but only to the extent provided by that 
customer's profile. DCM server 1 31 permits a wide variety of accounts to be 
created. A small client, for example, may have a multiple account for everyone 
at that customer's end user facility 300 or printer customer facility 400. 
Larger customers may have multiple accounts (and hence a single account 
username and password) for each department. Even larger customers may have an 
account per each individual employed by the customer. The arrangement chosen 
by the customer will depend on their particular needs and level of security 
concerns. 

Detailed Description Text - DETX (71): 

Each different user account has an associated profile. These profiles 
determine such things as the type of files that may be access at central 
service facility 105, the time files may be accessed at central service 
facility 105, and the access each account has to particular programs at central 
service facility 105. For example, a field representative of the customer who 
is responsible for selling customer's products, may merely be able to browse 
the files to see what kind of products are available. Others may have the 
ability to browse, download, and/or retrieve files. Some accounts may have 
associated within the ability to not only retrieve but to make edits to files 
and record those changed files back into DCM database 132. 

Detailed Description Text - DETX (80): 

Finally, the metadata stored in the asset tables include fields indicative 
of file historical information for each of the files stores in DCM system 130. 
This data includes such information as dates and times of access for each file, 
types of access (read, write, revise or create), and the person (e.g., the 
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account number, individual, group or customer number identifier) who performed 
these file accesses. 

Detailed Description Text - DETX (82): 

Alternatively, central service facility 105 can be coupled to an end user 
over public network 190, such as the Internet. In this second access mode, as 
shown in FIG. 17, block 1702, the end user makes the initial contact with 
central service facility 105 using an Internet browser, such as Internet 
Explorer or Netscape Navigator and entering the Uniform Resource Locator (URL) 
of central service facility 105 in the browser's address location box. This 
URL or domain address name connects the end user to DCM system 130. DCM system 
130, in turn, transmits a hyper-text document to the end user over the 
Internet. This hyper-text document is preferably a form, and includes blanks 
for user name and password. Once the end user enters this information and 
transmits it back to the central service facility, the central service 
facility, and DCM server 131, in particular, verifies the user name and 
password with account information stored in the user profile. If there is no 
correspondence between the user name and password provided by the end user the 
central service facility, and the DCM server 131, in particular, will not 
verify the end user access to the central service facility. If there is 
correspondence between the user name and password provided by the end user and 
corresponding account established in the user profile, the DCM server 131 will 
grant file access permission to the end user in accordance with the 
corresponding user profile. 
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(57) ABSTRACT 

A virtual printer for print jobs printed on networked printers. 
First, the virtual printer checks a user's preferences regard- 
ing a print job the user wishes to send such as speed and 
image quality. Next, the virtual printer determines, using a 
server, database or other query, the most appropriate printer 
complying with the print job preferences, and located physi- 
cally near the user and sends the print job to that printer. If 
the printer returns an error signal, the virtual printer will 
determine a different printer which closely complies with the 
print job preferences and re-send the print job. If a busy 
signal is returned, the user will be given the choice of 
waiting or having the virtual printer automatically determine 
the next available appropriate printer. When the print job is 
complete, the user will be notified of the physical location of 
the printer where the print job was processed. 

20 Claims, 5 Drawing Sheets 
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Application Filing Date - AD (1): 
19960611 

TITLE -Tl (1): 
Directing print jobs in a network printing system 

Detailed Description Text - DETX (16): 
First, at step 300, the user or client requests a print job from his station 
or computer system. A print job may be requested by software or an application 
within the computer system of the user who selects a print command from the 
application. According to step 310, a command menu or graphical user interface 
(GUI) menu will pop up on the user's display screen as a dialog so that the 
user can select the parameters of his print job such as speed, quality and 
either color or black and white. Once a user or client has finished selecting 
all of the parameters of his print job from the menu at step 31 5, the user may 
then choose to print the job. Next, according to step 330, the print job is 
spooled to the server, The server will be capable of containing many such print 
jobs from different users and clients on the network. Once any job is spooled 
to the server, the server will decide which printer is available to print the 
job (step 340) using the user's preferences selected from the GUI or command 
menu. The user's preferences are also sent along with the actual print job to 
be printed when spooled to the server. The server will have a map of all 
available printers along with the status of each printer, such as busy or paper 
out which can be updated in a timely manner. Though not the focus of this 
invention, the server will also have a mapping of the physical location 
(coordinate map) of each of the printers on the network such that when the 
server decides which printer is available to print the job, the server can also 
take into account the physical location of the user and find the printer 
nearest to the user which complies with the print job preferences of the user. 
Once the appropriate printer is found, the print job is sent and spooled to 
that printer (step 350). 
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(57) ABSTRACT 

A system and method for delivering an electronic document 
over a network, printing in hard copy form at a remote 
destination, and delivery of the hard copy document to a 
recipient. A user sends the electronic document to a server 
over a client-server network (which can be the Internet) 
where a conversion software program converts the elec- 
tronic document from its client application format to a 
printable format (e.g., a PostScript fide). A print preview 
program then converts printable version of the electronic 
document to a graphical view format. The user can now 
preview the document on-line to determine how the hard 
copy document will look upon delivery. The printable ver- 
sion of the electronic document is then transmitted across a 
printing network (which can also be the Internet) to a print 
spooler server. The print spooler server prints a hard copy 
version of the document on an attached printer. The hard 
copy document is then either delivered to the recipient or 
held for pick-up by the recipient. 
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Abstract Text - ABTX (1): 

A system and method for delivering an electronic document over a network, 
printing in hard copy form at a remote destination, and delivery of the hard 
copy document to a recipient. A user sends the electronic document to a server 
over a client-server network (which can be the Internet) where a conversion 
software program converts the electronic document from its client application 
format to a printable format (e.g., a PostScript file). A print preview 
program then converts printable version of the electronic document to a 
graphical view format. The user can now preview the document on-line to 
determine how the hard copy document will look upon delivery. The printable 
version of the electronic document is then transmitted across a printing 
network (which can also be the Internet) to a print spooler server. The print 
spooler server prints a hard copy version of the document on an attached 
printer. The hard copy document is then either delivered to the recipient or 
held for pick-up by the recipient. 

Application Filing Date - AD (1): 
19990511 

Brief Summary Text - BSTX (5): 

Electronic mail, or e-mail, provides a mechanism for sending information in 
electronic form as electronic messages from one computer user to another over a 
network. Sending information in e-mail messages over the Internet has become 
commonplace for many businesses to accomplish basic communication. However, 
e-mail is typically produced in an ASCII based format that is often problematic 
for communication of formatted or complex documents that include such features 
as PostScript formatted objects, page layout grids, multiple or unusual fonts, 
graphics, tables, and other complex formatting. Furthermore, use of e-mail 
does not result in the delivery of a hard copy of the document to the 
recipient. The attachment of documents to an e-mail requires each recipient to 
have an e-mail account and the appropriate application loaded on the receiving 
computer in order to view and/or print the document. 

Detailed Description Text - DETX (17): 

After user 10 verifies the print preview, at operational screen 70 user 10 
can select media options (e.g. duplex printing, paper or transparencies, color 
or black and white), output handling options (e.g. stapled, bound, placed in 
folders or binders) and destination(s)/recipient(s). User 10 can also specify 
delivery instructions and select billing/payment options (e.g. credit card 



3/12/05, EAST Version: 2.0.1.4 



payment or corporate charge ). All of this information can be stored in 
database 29. Database 29 can include the user's log in, user ID, password, 
address book and billing information. Database 29 can also include financial 
allocation information for the third-party partners to track what third-party 
partner performed the delivery (if applicable) and the amount owed each 
third-party partner. Database 29 can also contain pointers pointing to where 
each converted document (in PostScript or other portable printable format) 
resides on centralized file server 26 and information linking each stored 
document to a user. In addition, database 29 also serves as a central 
repository for all of the electronic documents delivered to the various 
destination printers via web server 22. Database 29 will also contain a table 
of locations for all potential destinations and the print spooler server ID 
numbers at these locations. When user 10 selects a destination and service 
selection, web server 22 will match the destination to a particular print 
spooler server ID and will include in the overhead associated with the document 
that print spooler server ID. 
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(57) 



ABSTRACT 



The present invention relates to methods and systems for 
providing printing services over a communications network. 
In particular, the present invention enables a user to obtain 
print jobs at an unspecified location which may be remote 
from the source of the print job. A spooling server is used to 
store a print job received via the network from a print job 
source. A printer polling device, which may be at a location 
remote from the print job source, is capable of polling the 
spooling server via the network to identify whether any print 
jobs associated with the printer polling device are available 
for printing at an associated printer. The spooling server 
need not initiate contact with the printer through a firewall, 
since it is polled by the printer polling device. Thus, network 
security is maintained. A fee can be charged for the printing 
services provided. 

108 Claims, 11 Drawing Sheets 



RfOT LOCAL AREA HEFMOm 30^ 



IAmJCAHON I 



MUfT JOB SOURCE 10 



■ECONO LOCAL ARSA M 



PACKETS 
INITIATED 



3/12/05, EAST Version: 2.0.1.4 



US-PAT-NO: 6859832 



DOCUMENT-IDENTIFIER: US 6859832 B1 

TITLE: Methods and systems for the provision of remote printing 

services over a network 



... KWIC 

Abstract Text - ABTX (1): 

The present invention relates to methods and systems for providing printing 
services over a communications network. In particular, the present invention 
enables a user to obtain print jobs at an unspecified location which may be 
remote from the source of the print job. A spooling server is used to store a 
print job received via the network from a print job source. A printer polling 
device, which may be at a location remote from the print job source, is capable 
of polling the spooling server via the network to identify whether any print 
jobs associated with the printer polling device are available for printing at 
an associated printer. The spooling server need not initiate contact with the 
printer through a firewall, since it is polled by the printer polling device. 
Thus, network security is maintained. A fee can be charged for the printing 
services provided. 

Brief Summary Text - BSTX (2): 

The present invention relates to methods and systems for providing printing 
services over a communications network. In particular, the present invention 
enables a user to obtain print jobs at an unspecified location which may be 
remote from the source of the print job. A spooling server is used to store a 
print job received via the network from a print job source. A printer polling 
device, which may be at a location remote from the print job source, is capable 
of polling the spooling server via the network to identify whether any print 
jobs associated with the printer polling device are available for printing at 
one or more associated printers. A fee can be charged for the printing 
services provided. 

Brief Summary Text - BSTX (16): 

It would be still further advantageous to make such printing services 
available to a user for a fee . 

Brief Summary Text - BSTX (28): 

In an illustrative embodiment, a fee may be charged to access the spooling 
server. The fee can be based on one of print job size in bytes, print job size 
in number of pages, print job type, time for printing, time for storage, 
monthly fe^ per use fe^ lifetime membership, monthly membership, use of 
color, use of black and white, page size, location, convenience, number of 
images, print quality, image quality, or other suitable factors. The fee may 
be charged for providing a print job to the spooling server and/or retrieving a 
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print job from the spooling server. The fee can be paid via a client device 
associated with the print job source, the printer polling device, or other 
suitable device, such as a smart card, a telephone, a personal digital 
assistant, or the like. 

Brief Summary Text - BSTX (30): 

Print job source application software may be distributed to end users on a 
royalty-bearing or royalty-free basis, and the end user may be charged a fee 
for each print job submitted to a spooling server, and/or for each job 
retrieved from a spooling server. 

Brief Summary Text - BSTX (31 ): 

The spooling server may be sold, rented, licensed or distributed freely to a 
print server provider. The print server provider may be, for example, a 
corporation, university, government agency, or other similar entity. The print 
server provider may provide services to end users for a fee for providing a 
print job to the spooling server and/or retrieving a print job from the 
spooling server. 

Brief Summary Text - BSTX (32): 

The printer polling device may be sold, rented, licensed or distributed 
freely. Printer polling devices may be provided for customer use at coffee 
shops, hotels, airports, libraries, bookstores, post offices, supermarkets, 
kiosks, print shops, retail outlets, or other suitable locations. End users of 
the printer polling device may be charged a fee for using the device. 

Detailed Description Text - DETX (14): 
In a preferred embodiment, a fee may be charged to access the spooling 
server 50. The fee can be based on one of print job size in bytes, print job 
size in number of pages, print job type, time for printing, time for storage, 
monthly fee^ per use fee, lifetime membership, monthly membership, use of 
color, use of black and white, page size, location, convenience, number of 
images, print quality, image quality, or other suitable factors. The fee may 
be charged for providing a print job to the spooling server 50 and/or 
retrieving a print job from the spooling server 50. The fee can be paid via a 
client device 12 associated with the print job source 10, the printer polling 
device 100, or any other suitable device capable of communicating with the 
spooling server, such as a smart card, a telephone, a personal digital 
assistant, or the like. 

Detailed Description Text - DETX (19): 

The key 500 used for encryption 501 may be derived from an account number 
510, a user's secret PIN (personal identification number) 520, and/or 
optionally some additional encryption key digits 530 supplied by the user. 
Simply concatenating the bits together from these sources provides a moderately 
secure key 500. Optionally, additional security may be achieved by using a 
more sophisticated hashing function. 

Detailed Description Text - DETX (20): 
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The key 500 would be known only to the user and to the secure, trusted, 
spooling web server 50. The encrypted print job is sent to the spooling server 
50 where it is decrypted (601 ) to facilitate reformatting 602 for the 
destination printer once it is known. The reformatted print job data is 
re-encrypted 603 using the same or similar key 500* derived in the same manner 
as key 500 at the print job source 10. The encrypted print job is then 
transmitted from the spooling server 50 to the printer polling device 100. 
Once at the printer polling device 100, the print job is decrypted 701 using a 
key 500" derived from the PIN 520, account number 510, and/or optional 
encryption key extension digits 530. The decrypted print job can then be 
forwarded to the printer 120 for printing. 

Detailed Description Text - DETX (28): 
FIG. 5 illustrates an exemplary process of authentication of a user using a 
PIN. When a user desires to access their account or documents over a 
non-secure channel, first, the spooling server 50 needs to verify that it is 
indeed talking to the actual user. The server generates a random string of 
bits 350. These bits are sent to the printer polling device 100 where 
authentication is to take place. The user's PIN 150 is used to generate an 
encryption key 152 for encrypting the bits (indicated at 155) and the result is 
returned to the spooling server 50. The spooling server 50 decrypts the string 
(indicated at 355) using an encryption key 362 generated from the PIN it knows 
(360) and compares it to the original random string (indicated at 365). If the 
decrypted string 358 matches the original string 350, the spooling server 50 
accepts the user as authenticated. An account -number (361 , 1 51 ) may optionally 
be used (either alone or in connection with the PIN) to generate the encryption 
keys 362, 152. Many other authentication protocols are well known in the art 
and may be substituted for the protocol described above in connection with FIG. 
5. 

Detailed Description Text - DETX (49): 

For example, the spooling server 50 will list those documents 13 being 
available from the agent program 200 whenever the user of that account is 
interacting with the printer polling device 100, or any other interface 
provided for communication to the spooling server 50 as described herein. 

Claims Text -CLTX (11): 

1 1 . A method in accordance with claim 1 , further comprising: charging a fee 
to access the spooling server. 

Claims Text - CLTX (12): 

12. A method in accordance with claim 1 1 , wherein the fee is based on one 
of print job size in bytes, print job size in number of pages, print job type, 
time for printing, time for storage, monthly fec^ per use fee t lifetime 
membership, monthly membership, use of color, use of black and white, page 
size, location, convenience, number of images, print quality, or image quality. 

Claims Text - CLTX (13): 

13. A method in accordance with claim 1 1 , wherein: the fee is charged for 
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at least one of providing a print job to the spooling server and retrieving a 
print job from the spooling server. 

Claims Text - CLTX (14): 

14. A method in accordance with claim 1 1 , wherein the fee can be paid via 
at least one of (i) a client device associated with the print job source; or 
(ii) the printer polling device. 

Claims Text - CLTX (65): 

65. A system in accordance with claim 55, wherein a fee is charged to 
access the spooling server. 

Claims Text - CLTX (66): 

66. A system in accordance with claim 65, wherein the fee is based on one 
of print job size in bytes, print job size in number of pages, print job type, 
time for printing, time for storage, monthly fee^ per use fee, lifetime 
membership, monthly membership, use of color, use of black and white, page 
size, location, convenience, number of images, print quality, or image quality. 

Claims Text - CLTX (67): 

67. A system in accordance with claim 65, wherein: the fee is charged for 
at least one of providing a print job to the spooling server and retrieving a 
print job from the spooling server. 

Claims Text - CLTX (68): 

68. A system in accordance with claim 65, wherein the fee can be paid via 
at least one of (i) a client device associated with the print job source; or 

(ii) the printer polling device. 

US Reference Patent Number - URPN (37): 
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